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FPS Information Brief // 06-NCR-30 Dissemination Protocol

Contact: SSA David Emond, (202) 619-9410 FPS, Govent Security, GSA Regional
Supervisor, Criminal Intelligence Section Admirédbr, Federal Tenants in the Affected Area

SECURITY ADVISORY:

Crime Emergency in the District of Columbia

This bulletin is being issued by the Federal ProtecService (FPS) to raise awareness among teagencies and
Federal employees regarding security issues thag b relevant to the security of Federal facilitwihin the
National Capital Region (NCR). While unclassifi¢iis information should be considered FOR OFFICIAEE
ONLY and is not authorized for release to the medigeneral public.

SUMMARY :

(U) The District of Columbia has declared a “criramergency” in response to a significant
upsurge in violent crime over the past few weeksil&/there isno intelligence to suggest an
increased threat to the federal workplace, tengah@es and employees should take steps to
reduce their likelihood of being victimized at wpikt home, while traveling, or out in public.
This advisory is provided solely as a precautiomasasure to raise awareness among federal
employees throughout the National Capital Region.

DETAILS / BACKGROUND | NFORMATION :

(U) On Tuesday, 11 July 2006, the Metropolitan éolbepartment (MPD) declared a “crime

emergency” to help combat a sharp increase in ciimrecent weeks throughout the District of

Columbia. This spike in crimes has included 14 loideis in the first 12 days of July, as well as
a rash of robberies and assaults on the Nationdll Meeliminary statistics show DC has also

seen an 18 percent increase in robberies and @&rtémnt rise in assaults with a deadly weapon
over the past 30 days. Police Chief Charles H. Rsmexplained the crime emergency

declaration is intended to enhance police visipgihd combat neighborhood crime. This is the
third summer in four years that Chief Ramsey hatagled a crime emergency

ASSESSMENT OF THEIMPACT ON FEDERAL FACILITIES :

(V) For FPS tenant agencies and employees, it ithwmting that despite the sharp increase in
crimes throughout DC in the past month, there haisbeen a corresponding increase in the
number of criminal offenses and incidents repodrd=PS-protected propertigeroughout the
National Capital Region during this period, and thanber of reported incidents to date this
month has actually decreased significantly from shee period in 2004 and 2005. However,
employees need to be aware of the District-wideneriemergency and exercise appropriate
caution to help reduce the likelihood of becomirgims of crime.

(U) For employees who work near or spend time @nNhational Mall, there have been several
recent robberies and assaults in that area singe Muas includes a series of violent robberies
and the sexual assault of a juvenile female.
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CRIME_PREVENTION AND PERSONAL SAFETY :

(V) In a recent security bulletin relating to tersm, the FPS/NCR Criminal Intelligence Section
provided tips for recognizing and reporting suspisi behavior that may be indicative of pre-
operational terrorist activity. You can apply thenge awareness used to look for possible
terrorists in order to help protect yourself andurydéamily from other criminal activity. In
particular, you should constantly be aware of pe@pld activities in your surroundings. Be alert
for people and behavior that seem “out of placeotiare the person most familiar with normal
activity in your workplace, neighborhood and othecations you frequent—if you witness
suspicious activity, do not hesitate to notify Fét@&nother law enforcement agency.

(V) Through its website, the MPD has provided thiéofving safety tips to help you stay as safe

as possible, not only while in the District but smere. The FPS National Capital Region can

provide additional crime prevention advice andnirag to tenant agencies and employees upon
request. If you are not certain which FPS Inspeist@ssigned to your building, please refer to

the FPS/NCR District telephone numbers provideti@end of this bulletin.

Personal Safety at Work, at Home, and on the Street

Personal Safety Tips on the Street

» If possible, don't walk alone during late-night rmuNalk in groups whenever you can—
there is always safety in numbers.

* Let a family member or friend know your destinatimd your estimated time of arrival
or return. That way, the police can be notifiedjagkly as possible if there is a problem.

» Stay in well-lit areas as much as possible. Avdidya, vacant lots, wooded areas, and
other short cuts or secluded areas. They are yquatlwell lit or heavily traveled.

 Walk on the sidewalk whenever possible. Walk closehe curb, avoiding doorways,
bushes, and other potential hiding places.

* If you have to walk in the street, walk facing ti@fA person walking with traffic can be
followed, forced into a car, and abducted morelgdban a person walking against
traffic.

» Walk confidently, directly, and at a steady pacenDstop to talk to strangers.

* Wear clothing and shoes that give you freedom ofeneent. And don't burden yourself
with too many packages or items.

» Always be aware of your surroundings. If you areaseg headphones, don't turn up the
volume so high that you cannot hear outside noises.

* Never hitchhike or accept rides from strangers.

* Report any suspicious activity or person immedyated the Metropolitan Police
Department at 3-1-1. Or, if it is an emergency| 8ia-1.

» Avoid carrying large sums of cash, or displayingensive jewelry in public.

Basic Street Smarts

* Wherever you are—on the street, in an office boddor shopping mall, driving, waiting
for a bus or subway—stay alert and tuned in to womroundings.
* Send the message that you're calm, confident, aow kvhere you're going.
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e Trust your instincts. If something or someone makas uneasy, avoid the person or
leave the area.

* Know the neighborhoods where you live and work.

» Check out the locations of police and fire statjopsblic telephones, hospitals, and
restaurants, or stores that are open late.

If Someone Tries to Rob You

» Don't resist. Give up your property—don't give wulife.

* Report the crime to the police. Try to describe dktacker accurately. Your actions can
help prevent others from becoming victims.

» Self-defense measures are most effective whenegpp$ preventive steps—avoiding the
crime in the first place.

» These measures include running away, hiding, seéregnmand raising an alarm—
remember, more people will respond to someonengellrire” than they will to "Help!"”

When You're Indoors

» Make sure all doors (don’t forget sliding glass aand windows have sturdy, well-
installed locks, and use them. Install a wide-amgephole in the door. Keep entrances
well lit.

* Never open your door to strangers. Offer to makeraargency call while someone waits
outside. Check the identification of sales or sern\people before letting them in. Don’t
be embarrassed to phone for verification.

* Be wary of isolated spots—apartment laundry roammslerground garages, parking lots,
and offices after business hours. Walk with a filieco-worker, or security guard,
particularly at night.

* Know your neighbors, so you have someone to cafjooto if you're uncomfortable or
frightened.

* If you come home and see a door or window opebyaken, don’t go in. Call the police
from a cell phone, public phone or a neighbor’sngho

When You're Outdoors

» Avoid walking or jogging alone, especially at nigBtay in well-traveled, well-lit areas.

» Wear clothes and shoes that give you freedom olemewt.

» Be careful if anyone in a car asks you for diratsioif you answer, keep your distance
from the car.

» Have your key ready before you reach the door—haaue or office.

* If you think you're being followed, change directiand head for open stores, restaurants,
theaters, or a house with its lights on.

Safety in Your Vehicle

» Park in areas that will be well lit and well tra@élwhen you return.
* Always lock your car—when you get in and when yeti @ut.
* Look around and under your car and in the backlsefare you get in.
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If your car breaks down, lift the hood, lock theodsy and turn on your flashers. Call
police on a cell phone, or use a Call Police bammdtares. If someone stops, roll the
window down slightly and ask the person to callpbéce or a tow service.

Don't hitchhike, ever. And don’t ever pick up adhiker.

The crime of “carjacking” — which is stealing a ¢ar force — captures headlines across
the country. Statistically speaking, however, yol@nces of being a victim of carjacking
are very slim, and taking preventive measures edunae that risk even more.

If the carjacker threatens you with a gun or otlhieapon, give up your car. Don’t argue.
Your life is definitely worth more than a car.

Get away from the area as quickly as possible.

Try to remember what the carjacker looked like—sece, age, hair and eye color,
special features, clothes.

Report the crime immediately to the police.

Automated Teller Machine (ATM) Safety Tips

Try to use machines you are familiar with, andtéryise terminals located in banks rather
than independent terminals.

Be aware of your surroundings. Look around befanedacting a transaction. If you see
anyone or anything suspicious, cancel your trarmaeind go to another ATM.

If you must use an ATM after hours, make surewigd! lit.

Never walk away from an ATM with cash still in harllyou are going to count your
money, do so at the ATM.

When making an ATM transaction from your car, beagnof your surroundings. Keep
your eyes and ears open, and keep car doors locked.

Preventing Assaults

Assaults are basically fights carried out with othaut a weapon at home or in a public
space, between strangers, (frequently) among Bieatjuaintances, or loved ones.

The most serious assaults are known as "aggraes®allts,” "assaults with a deadly
weapon," or "assaults with intent to kill."

Less serious offenses are called "simple assatitsiany cases, simple assaults turn into
more serious assaults or even homicides, if th@ai@rgument or fight is not scaled back
or resolved quickly.

While some assaults are unavoidable, use the folbpwips to make sure simple
arguments do not turn violent or deadly:

o If you are involved in a heated argument that apgp&abe turning violent, walk
away. If you stay and fight "to prove somethingguywill only demonstrate poor
judgment in almost every instance.

o Never carry a firearm, knife, or other illegal weap A weapon will definitely
escalate the situation, and it could ultimatelyused to harm innocent people or
yourself.

o Avoid excessive drinking, or if you have been dimk recognize its impact on
your judgment. Alcohol is a contributing factormmany assaults.

o If you see an assault in progress, dial 9-1-1 imately to alert the police. Do not
jump into the fray, unless it is a last resort teyent more serious injury.
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Surviving a Sexual Assault

* How does one handle a sexual assault? It reallgrdbpon a number of factors, such as
your physical and emotional state, the situationgd @he rapist's personality. Just
remember, there are no hard and fast rules, nd oglwrong answers. Your goal is to
survive.

o0 Try to escape. Scream. Be rude. Make noise to diage your attacker from
following.

0 Use a whistle to alert others if you are threatened

o Talk, stall for time, and assess your options.

o If the assailant has a weapon, you may have naehnit to submit. Do whatever
it takes to survive.

o If you decide to fight back, you must be quick,atetined and effective. Target
the eyes or groin.

* Remember, sexual assault is not your fault. Doawgept blame for being an innocent
victim.

* Go to a hospital emergency room or your own dofiomedical care immediately. The
Metropolitan Police Department, in conjunction wiHbward University Hospital and the
DC Rape Crisis Center, has developed the Sexuahultsdlurse Examiner (SANE)
program. In this program, a victim of a sexual alisgpver the age of 17) will be in a
private examination room while waiting to be settrg, wait will not be more than one
hour, and the victim will be examined by someorecgly trained in this area.

* Don’t go alone. Ask a friend or family member togith you, or call a rape crisis center
or school counselor. The DC Rape Crisis Centef2)333-7273 - has a hotline staffed
with caring, concerned individuals who can help.

* Preserve all physical evidence. Don’t shower, hathange clothes, douche, or throw any
clothing away until the police or counselor say itkay.

» Get counseling to help deal with feelings of angelplessness, fear, and shame caused
by rape. It helps to talk to someone about theudtssahether it happened last night, last
week, or years ago.

* You have been the victim of a crime and you shaaltl the police. The sooner you tell,
the greater the chances the rapist will be caugit.if you are uncomfortable about
calling the police, contact a rape crisis center.

Commuter Safety

The Washington Metro Transit Police provides the fdowing safe travel tips for Metro
passengers and other travelers:

* When waiting for a train, stand near other passmsnd2o not stand on the platform’s
granite edge.

* Promptly leave the platform after exiting train.

* Never sleep on a train or bus.

 Don't purchase a Metro farecard or pass from peapiethe street—it might be
counterfeit.

* Always keep your jewelry and other valuables ousight. Turn rings so that precious
stones are on the palm side of your hand.

» Keep a firm grip on your purse. Avoid wrapping 8teap around your hand or wrist.
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* To prevent others from knowing where and how mucmey you are carrying, purchase
a multiple-ride farecard or a Metrorail pass.
» If you need directions, ask the Metro station manag Metrobus operator.

For late night travel:

* Remain awake and alert to your surroundings angéelople who are around you.
* Travel with someone you know.
* Don't stand alone on the platform.
* If you feel uncomfortable, move toward other peopleseek a Metro employee for
assistance.
* Ride in a rail car that is occupied by other pepplein the first subway car . . . that’s
where the operator of the train will be located.
» Have your keys ready as you approach your car,yal\Wwsok inside before entering, and
lock the doors as soon as you get inside.
* Report objectionable conduct immediately
- Tell a police officer or Metro employee
- Intercoms are located on station platforms
- Telephones are on platforms & near gates
- Intercoms are at each end of every train car

(U) Suspicious activity observed at, near, or relatingo any Federal facility should be
reported immediately by calling the FPS National T8 Free Hotline at 1-877-4FPS-411 (1-
877-437-7411).

REFERENCES:

Armed Robbery on the Mal(May 2006). Retrieved 17 July 2006 from the Uditgtates Park Police.
Website:http://www.nps.gov/uspp/528ArmrobNatM.htm

What's New in the Metropolitan Police Departmer{ii4 July 2006). Retrieved 17 July 2006 from the
Metropolitan Police Department. Website:
http://mpdc.dc.gov/mpdc/frames.asp?doc=/mpdc/lildorpews/pubs/whatsnew/2006/wn_060714.pdf

Safety and Securityretrieved 17 July 2006 from the Washington Metrdpol Area Transit Authority.
Website:http://www.wmata.com/riding/safety/safety.cfm

Safety Tips(No date). Retrieved 17 July 2006 from the Metrdpal Police Department. Website:
http://mpdc.dc.gov/mpdc/cwp/view,a,1237,q,5420138.as

CONTACT THE FEDERAL PROTECTIVE SERVICE:

All personnel are reminded to report all secumigidents to FPS toll free by contacting:

1-877-4FPS-411
(1-877-437-7411)
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Questions regarding any security or law enforcernssutes may be directed to:
Central District (Washington, DC): Valerie Lee-Lloyd, (Acting) District Commander,
at 202-690-9159.
Western District (Virginia): Paul D. Constable, District Commander, at 703-2B8660.

Eastern District (Maryland): Earl Boyd, District Commander, at 301-572-1250.

Questions regarding the information contained is lhulletin, or any information regarding
protective intelligence matters may be directed to:

NCR Criminal Intelligence & Analysis Section: SSA David Emond, Section Chief, at
202-619-9410, or SA Mark Braswell, Regional Inggince Agent, at 202-619-9359.
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